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INTELLIGENT
DEFENCE

ACTIVATION
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Traditional Attack Defence

STEP #1. Check the log files (/var/log/secure) periodically.

STEP #2. Manually update the firewall or TCP-Wrapper for 
the illegal hosts or Ips.

Problem: Cannot be updated timely and may result in a 
compromise. Attacker may tries to intrude using some 
other service.
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IDEA
Intelligent DEfence Activation

WISH #1. My server should be able to track attacker IP.

WISH #2. My server should be able to block attacker IP, 
automatically.

WISH #3. My server should secure itself, automatically, 
from any attack from attacker IP.
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Welcome BLOCKHOSTS!!
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How it actually works

Someone do ssh with wrong password
|

Event is logged in /var/log/secure
|

blockhosts will check the log file for number of failed 
events

|
If number of failed events exceeds above limit

| 
That hosts IP will be catch by blockhosts

|
Put that hosts entry in TCP-Wrapper and Iptables to 

block any further communication, for a time period.
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How to configure?

STEP #1. Download the latest version of denyhost from 
          

http://www.aczoom.com/cms/blockhosts/

STEP #2. Install the package using RPM 

STEP #3. Configure the main file /etc/blockhosts.cfg
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Configuring /etc/blockhosts.cfg
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Configuring /etc/blockhosts.cfg
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Configuring /etc/blockhosts.cfg
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Configure /etc/hosts.allow
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Start the blockhosts
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Other similar tool

 http://denyhosts.sourceforge.net/
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Remember:

All these tools works at “Application Layer” of 
the OSI layered model. So it need to work on 7 

layers before taking a action.

RIGHT!!!
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Use IPTables to stop brute-force 
attacks - @ OSI layer - 4

IPTables can be used with IPT_RECENT module to 
STOP brute-force attacks.

STEP #1 – Download and install IPT_RECENT module 
from: 

http://www.snowman.net/projects/ipt_recent/
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IPTables + IPT_RECENT
STEP #2 – Configure iptables

iptables -N SSH_CHECK

iptables -A INPUT -p tcp --dport 22 -m state --state NEW  -j \ 
SSH_CHECK

iptables -A SSH_CHECK -m state --state NEW -m recent  \ 
--set --name SSH

iptables -A SSH_CHECK -m state --state NEW -m recent  \ 
--update --seconds 60 --hitcount 4 --name SSH

iptables -A SSH_CHECK -m state --state NEW -m recent \  
--rcheck --seconds 60 --hitcount 4 --name SSH -j  DROP
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IPTables + IPT_RECENT

STEP #3 – Save iptables configuration and reload 
“ipt_recent” module.

service iptables save

modprobe ipt_recent
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